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About Myself

1. Deputy Project Director, Govt Organization (Pakistan)

2. MS in Information Security, NUST

3. 10+ years experience of managing Data Center, enterprise content 
management & collaboration suite development & deployment, 
information security risk management and  SEIMs implementation

4. ISO 27001 Lead Implementer & MCITP certified
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Agenda

1. Introduction to Big Data

2. Big Data Analytics

3. Challenges for Big Data Analytics

4. Big Data Analytics for Modern Warfare & combat operation 
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Data that is TOO
LARGE & TOO
COMPLEX for

conventional data tools to
capture, store and
analyze.

Shares traded on US 
Stock Markets each 

day:

7 Billion

Data generated in 
one flight from NY 

to London:

10 Terabytes

Number of tweets 
per day on Twitter:

400 Million

Number of ‘Likes’ 
each day on 
Facebook:

3 Billion

90 %
OF THE WORLD’S DATA WAS GENERATED IN THE
LAST TWO YEARS [1]

Roughly 2.5 quintillion bytes of data generated every day

According to Gartner, 6 billion IoT devices in use today & expected to grow 

to 20 billion by 2020 

BIG DATA
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World’s data volume will grow by 40% per year and 50 times by 2020 (data 

coming from human and machine activities) [2]
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Big Data Characteristics

Big Data is just data with:

The speed at which 
data is generated and 
used. It may need to 
be analyzed just as 
quickly

Batch
Near Time
Real Time
Streams

Represents the 
diversity of the data. 

Structured
Unstructured

Semi structure

BIG DATA= 
Structured+ 

Unstructured

Velocity Variety

Data in Motion Data in Many forms

Reflects the size of a 
data set.

Terabytes
Files

Records
Transactions

Tables

Volume

Data at Rest

Accuracy 
trustworthiness and 
consistency of data

Veracity

Data in Doubt
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Types of Big Data

Variety is the most unique aspect of Big Data. Data can be of any form:

- Structured Data (Relational databases, formatted messages etc)

- Unstructured data (Files, multimedia, social network, tweets etc)

- Semi structured (Documents XML, Tagged text/ media etc)

.

Twitter, Linkedin, Facebook, Tumblr, Blog, 
SlideShare, YouTube, Google+, Instagram, 

Flickr, Pinterest, Vimeo, WordPress, IM, RSS, 
Review, Chatter, Jive, Yammer, etc.

Docs
Sensor 

data

Public 
Web

Archive

Media
Social 
Media

Medical devices, smart electric 
meters, car sensors, road cameras, 
satellites, traffic recording devices, 

processors found within vehicles, 
video games, cable boxes, assembly 

lines, office building, cell towers, 
jet engines, air conditioning units, 

refrigerators, trucks, farm 
machinery, etc.. 

XLS, PDF, CSV, email, Word, 
PPT, HTML, HTML 5, plain 
text, XML, JSON, etc.

Images, videos, audio, Flash, live 
streams, podcasts, etc.

Government, weather, 
competitive, traffic, regulatory, 
compliance, health care services, 
economic, census, public 
finance, stock, OSINT, the World 
Bank, SEC/Edgar, Wikipedia, 
IMDb, etc.

Archives of scanned documents, statements, 
insurance forms, medical record and customer 
correspondence, paper archives, and print 
stream files that contain original systems of 
record between organizations and their 
customers

Event logs, server data, 
application logs, business process 
logs, audit logs, call detail records 

(CDRs), mobile location, mobile 
app usage, clickstream data, etc.

Project management, marketing automation, 
productivity, CRM, ERP content management 

system, HR, storage, talent management, 
procurement, expense management Google 

Docs, intranets, portals, etc.

Business 
Apps

Machine 
Log 

Data
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Big Data Technologies

➢NoSQL

▪ MangoDB, Hbase, Cassandra, Counch DB 

➢The Hadoop Ecosystem

➢Apache Spark

➢Data Lakes

➢Big Data security Solution

▪ Apache Ranger
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Reference Architecture for BIG DATA Implementation

Web Services

Mobile  

Devices

Native  

Desktop

Web  

Browsers

Advanced  

Analytics

Map Reduce

Query &  

Reporting

Search Engines

Distributed File  

Systems

NoSQL

Databases

API

Messaging

ETL

Unstructured

Semi-

Structured

Data Sources Integration Data Storages Analytics Presentation

Structured
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Difference between Traditional Data Processing & Big Data

Traditional Techniques Big Data 

• Analysis is limited to small data 
sets

• High Costs & High Memory  for 
analyzing large data sets

• No real time analysis

• Advanced analytics struggle with 
non-numerical data

• Scalable for huge amounts of multi-sourced data 

• Massive parallel processing capability

• Low-cost data storage

• Analyze data in real time

• Auto deletion for unwanted data to ensure optimal storage 
use

• Accommodate varying data types and data models 

• No consideration for biasness, 
abnormality or noise in data

• Data is kept clean and processes prevent  ‘dirty 
data’ from accumulating
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According to International Data

Corporation (IDC), "Worldwide revenues

for big data and business analytics (BDA)

will reach $150.8 billion in 2017, an

increase of 12.4 percent over 2016

Potential of Big Data
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It’s not just about the data…

Machine Learning/Deep Learning

IoT (Internet of Things) & Sensor Analytics

Natural Language Processing

Streaming Consumer Behavior

Analyzing Data at large Scale

Big Data Analytics

1

2

3

4

5

Methods of using Big Data to generate insight & explore hidden trends
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Big Data Analytics – the process of harnessing Big Data to yield valuable 

insights & hidden trends

Five important key aspects for analytics:

1. Decisions 

➢ Frequency, Speed & Complexity

2. Analytics 

➢ Network Analysis, AI

3. Data  

➢ Quality, Interoperability, Modularization

4. Technology 

➢ Distributed processing, Cloud Computing

5. Mindset & Skills

➢ Resources & Skills
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Big Data Analytics improves the speed and efficiency with which we understand the past, 
and opens up entirely new avenues for preparing for and adapting to the future.

Descriptive Analytics (What happened)

• Describe, summarize and analyze historical data

Diagnostic Analytics (Why it happened)

• Identify causes of trends

Predictive Analytics (What could happen)

• Predict future on the basis of past

Prescriptive Analytics (What should be done)

• Recommend optimal actions and remedial solutions
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Big Data & Analytics Challenges

1. Dealing with data growth

➢ More computational & High Cost of storage

➢ In premises & off premises commodity infrastructure

2. Generating insight in a timely manner

➢ Frequency of report generation from weekly to several times a day

3. Integrating desperate data source

➢ Internal & external data source

4. Validating data

➢ Cleaning & Standardization of data

5. Big data security & privacy

➢ Attribute based encryption to make analytics fast 

➢ Homomorphic encryption for conducting analysis on encrypted 
data to ensure confidentiality
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Big Data Analytics Trends for Defense Sector

1. Unmanned Ariel Vehicle  MQ-9 Reaper

➢ 12 cameras

➢ 40 GB information per second received at US 

ARGUS ground station

➢ Real time analytics to provide accurate and 

timely information to frontline ground troop

➢ Minimize collateral damage and life loss

2. Social Media Mining for terrorist databases & social 

media activities

3. Satellite Imaginary for geo spatial analytics for 

detection of any alien object

4. Cellphone GPS and Call Analysis of area under 

combat operation
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Big Data Analytics Trends for Defense Sector

1. Analytics for Multirole fighter planes

➢ Real time business intelligence

➢ Optimal flight maneuvering

➢ Audio/ Video Recording for post mission briefing & 

analysis

➢ Historical data repository for new trainee pilots to 

avoid mistakes

➢ Analysis of incoming signals from hostile electronic 

systems for adequate decision making

➢ Predictive Maintenance to minimize failures

➢ Regression techniques & Machine Learning 

techniques
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